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Systemic risk governance in seaports:
comparing flood risk, cyber risk and
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NotPetya Ransomware Attack Cost
Shipping Giant Maersk Over $200
Million

Lee Mathews Senior Contributor @
Seer m
Observin d writing about tech. Gener

® This article is more than 4 years old.

In June, the NotPetya ransomware hit companies in the U.S. and throughout
Europe. One of those hardest hit was Copenhagen-based shipping giant A.P.
Moller-Maersk, which moves about one-fifth of the world's freight. Operations
at Maersk terminals in four different countries were impacted, causing delays

and disruption that lasted weeks.
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‘Kans op gerichte cyberaanval op
Rotterdamse haven is reéel’

Claudia de Andrade Als de oorlog in Oekraine verder escaleert, groeit de kans dat de
Rotterdamse haven doelwit wordt van een cyberaanval, zegt de directeur digitaal & IT
Rotterdamse haven.

# RikWassens @ 24maart2022 O Leastljd 3 minuten

De douane controleert meer containers bestemd voor Rusland. Bij de terminal van Kramer staan ongeveer duizend containers bestemd
voor Rusland.
Foto David van Dam &
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Global ports grapple with backlog from Suez
Canal blockage

Delayed shipping containers arrive at their destinations, adding to supply chain pressures

Container ships docked at the Port of Los Angeles last week. The cost of moving cargo has shot up. Erin
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Ports are critical links in global supply chains supported
by interconnected infrastructures

Cargo s, customer & Cargo list, customer & Cargo flow
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Systemic risks in previous research

Increase of critical events (Rose & Wei, 2013; Renn et

al. 2020)
« Risk governance: collective activities of stakeholders to
regulate, reduce or control risk problems (Klinke &

Renn 2012).

« (Critical infrastructure resilience: governance of
preparedness (Medd & Marvin 2005)
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Research questions

« How do different systemic risks compare with and
relate to each other?

« How might they elicit particular challenges for the
action and manner of governing them?

« And what does that suggest for critical infrastructure
resilience?
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_ research design results conclusion
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research design
Analysis criteria

Distributed responsibilities of management & authority

(Vold et al. 2007)
Uncertainty: limitedness or absence of knowledge

(Klinke & Renn 2012)
Ambiguity: contested understandings and
interpretations of adverse effects (Klinke & Renn 2012)

Governance mechanisms: formal & informal (Alcgvist

et al. 2020)
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Companies are interested in reducing climate stress
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results
Missing joint crisis response

« Responsibilities for the operation and management of
port infrastructures are distributed across a
heterogeneous group of stakeholders

« Stakeholders exercise considerable independence to
make norms and rules

« Lack of information exchange "You have to be careful about what you
can share and what you should not. If |
were to discuss with our clients that we

were hit by a ransomware attack, there is

a potential risk that they unilaterally
cancel the contract. Fortunately, that has
not happened yet.” (Logistics company)

related to their own process, but feel much less
responsibility for the effect of climate stress on

interdependencies between different Cl networks”
(Regional water authority)
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results

Perpetual knowledge gaps ‘At what water level do floods

become a problem for Cls?

. What potential cascading Cl
« Insufficient knowledge about level of fa"urei might result frorﬁa

resilience, how to adapt to and flood? Which approaches
have infrastructure providers

disruptions & new risks for floods?” (Municipality of
Rotterdam)
“For other companies and us it feels like a rat race with )
always new risks that we have to consider and deal with.” People are completely stuck on
(Port of Rotterdam Authority) what they should do. How stressful,

how busy, how scary.” (cyber
consultant)
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results

Lack of economic incentive

N
é: N % Utrecht University
U

Translate systemic risks into value at risk

“Everyone does everything neatly
on paper, but at the same time it

Focus on own processes, no collective does not lead to concrete

investment in common challenges

measures” (Rijkswaterstaat)

From resilience as an ideal to concrete

interventions

‘It is very difficult for cyber guys to identify which cyber risks
are also business risks and why security measures need to be
taken. Every month, hundreds of software vulnerabilities need

to be patched. Where do you start? You should start with the
systems that influence the business value most.’
(cyber consultant)
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results
Legal compliance

« Limited definition of critical
infrastructure (Cl) providers

« Fragmented legal requirements

« Highlights agency of stakeholders &
informal governance strategies

“For some reason, the Netherlands
has a very narrow definition of Cl
providers: suppliers of these
providers do not fall under that
definition. That is a challenge
because only Cl providers receive
support.” (cyber consultant)

“Since not everything is formalized and regulated in the same way
for everyone, it is unclear for us what should happen, who should
do what, who should be informed and how responsibilities are
shared in case of a crisis at a non-Cl provider at the port.”
(Port of Rotterdam Authority)
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conclusion

Towards a resilience-oriented governance of seaports

From a risk society to a resilient society

What could the resilience-oriented governance of
critical infrastructures look like?

« Expansion definition ‘critical infrastructure’

« Review of overlapping responsibilities

« Economic incentive for collectivity
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